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Spotting and Avoiding

Fake Candidates in IT Hiring

Fake candidates in the IT industry are a growing concern for hiring managers and recruiters. With
the rise of Al tools, virtual interviews, and remote work, fraudulent profiles and candidates have
become more prevalent. Below, we outline key warning signs and best practices to help you
identify and avoid fake candidates.

What Are Fake Candidates?

According to LinkedIn, over 21 million fake accounts were detected and removed between January
and June 2023 (LinkedIn Transparency Report). Fake candidates are individuals presenting false

credentials or identities to secure roles.

Common types of candidate fraud include:

Exaggerating Qualifications: Experience bolstered to obtain higher-level roles.

C2C (Corp-to-Corp) Manipulation: Employers create fake profiles for candidates.

Identity Fraud: Someone interviews or onboards under another person’s name.
Bait-and-Switch: One person completes the interview, with a different person starting the job.
Technical Cheating: Candidate outsources technical assessments.

Scams: Profiles designed for advertising or phishing purposes.

Red Flags to Watch For

Resume Red Flags

Overloaded Skills: Resume lists an unrealistically large number of skills or technologies.

Fake Education: Degrees from unverifiable universities (e.g., NTU, Osmania University, Anna
University).

Inconsistent Timelines: Experience doesn’t match the LinkedIn profile or overlaps improbably.
Formatting Issues: Spelling errors, inconsistent fonts, or unpolished presentation.

Multiple Contact Numbers: A sign of potential fraud or misrepresentation.
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LinkedIn Red Flags
« Minimal Connections: Fewer than 250 connections can indicate a lack of real engagement.
» Sparse Profiles: No recommendations, posts, or visible activity.
» Unverified Companies: Employers without verified LinkedIn pages (no hyperlinks).
» Generic Information: Profile has no last name or uses stock photo (use reverse image
search).

Conversation Red Flags
» Significant Pauses: May indicate reliance on Al tools or external help.
» Camera Avoidance: Refusal to join video calls or frequent “camera issues.”
* Inconsistent Responses: Voice or tone are inconsistent across discussions.
» Agreeability: Answering “yes” to all questions without elaboration.

Reference Red Flags
* Non-Corporate Emails: References without company email addresses.
» Sparse LinkedIn Profiles: References displaying the same red flags as candidates.
» Untraceable: References that cannot be located or verified on LinkedIn.

Your Team's Checklist

M Thoroughly Vet Resumes and Profiles: Compare resumes to LinkedIn profiles, check
timelines for consistency, reverse image search profile pictures.

M Approach LinkedIn profiles with caution: Fake profiles often have very few connections and
boast impressive experience with big-name companies and selective universities. Check for
verifications, profile activity, and hyperlinked companies.

M Conduct Rigorous Interviews: Ask probing, technical questions to verify expertise, address
any discrepancies directly with the candidate.

g Verify References: Confirm corporate email addresses and verify references on LinkedIn.

M Trust Your Instincts: If something Feels off, don't hesitate to escalate concerns.

M ID & Credentials Verification: Remind candidate there will be an ID verification during
onboarding and assess their reaction. Ask if they would be comfortable verifying their
education and employment credentials, if requested.

M Utilize IT Staffing Partners: We have thorough processes, tools, and training built around
identifying and avoiding fraudulent profiles.
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